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and (b) amend its registration and verification procedures and call handling requirements
accordingly.
In these Comments, the Company explains the impact of several alternative proposals,
including:
* The creation of a registration and eligibility verification system maintained by a
third party;
* The establishment of more stringent regulatory registration and eligibility
verification standards that offer greater protection to the industry and the TRS
Fund than the Commission’s current requirements; or
* The modification of mandatory call handling requirements to allow providers
broader discretion to address illegitimate use.
If the Commission implements either a third-party eligibility database or increases the stringency
of its regulatory registration and verification standards, it will significantly reduce illegitimate

use without hindering functional equivalence.

IL. CURRENT REGULATIONS CONSTRAIN THE ABILITY OF PROVIDERS TO
COMBAT MISUSE.

In the 2012 Notice, the Commission requests comment regarding the measures Internet-
based TRS providers currently use to verify eligibility information for registration of individuals
attempting to obtain a ten-digit number and the efficacy of those methods. An understanding of
the framework within which Internet-based TRS providers implement registration and

verification processes is crucial to an examination of their registration and verification methods.
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2. The Commission Balanced a Variety of Interests When Framing

Current Registration and Verification Requirements.

In June 2008, when the Commission adopted a system for assigning Internet-based TRS
users ten-digit telephone numbers, the Commission’s primary goals included facilitating ease of
routing calls, supporting the provision of 911 service, and implementing network security
measures.” To further these goals, the Commission required providers to give consumers the
capability to register with an Intemet-based TRS provider as a “default provider.” The
Commission specifically chose not to allow users to opt out of registration because this would be
inconsistent with the obligation to support E911 services.® The Commission also considered, but
rejected, the use of a central database to store registration location information.” Instead, the
Commission required providers to obtain location information from registered Internet-based
TRS users prior to the initiation of service.”

The Commission considered the reduction of misuse of the system as an ancillary benefit

to registration.” The Commission queried whether further steps could be taken to curtail such

> Telecommunications Relay Services and Speech-to-Speech Services for Individuals with
Hearing and Speech Disabilities, CG Docket No. 03-123; E911 Requirements for IP-
Enabled Service Providers, WC Docket No. 05-196, Report and Order and Further Notice of
Proposed Rulemaking, FCC 08-151, 23 FCC Rcd 11591, § 24 (Jun. 24, 2008) (First Internet-
based TRS Order); see also Telecommunications Relay Services and Speech-to-Speech
Services for Individuals with Hearing and Speech Disabilities, CG Docket No. 03-123; E911
Requirements for IP-Enabled Service Providers, WC Docket No. 05-196; Internet-Based
Telecommunications Relay Service Numbering, WC Docket No. 10-191, Notice of Proposed
Rulemaking, FCC 10-161, 25 FCC Red 13767, § 2 (Sept. 17, 2010) (2010 TRS NPRM).

$ First Internet-based TRS Order at ] 44.
7 Id. at 9 54.
8 Id. at Y 80.
? Id. at 9 94.
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As a result, providers such as Purple with rigorous verification procedures are required to
process calls from numbers registered through a potentially lax procedure.

Providers have sought rule changes that would strengthen the tools available to combat
illegitimate use. For example, on October 1, 2009 one iTRS provider filed a petition with the
Commission seeking to allow iTRS providers the authority to refuse to handle, disconnect or
interrupt suspicious calls.”?> The Commission did not act on that petition.

In a clarification issued later in October 2009 related to ten-digit numbering, the
Commission emphasized that providers must ensure that the iTRS caller is registered, or obtain
registration information, before handling a call. However, once the registration information has
been collected, the provider is required to “immediately” process the call, even if the provider

has not finished verifying the registration information:

If a caller is not registered, and is making a non-emergency call, the
provider must first get the caller’s necessary registration information but
then must complete the call. We emphasize that the provider must handle
calls to or from such callers, to the extent technically feasible, even if the
provider has not completed verifying that information, assigning the caller
a new ten-digit number, and provisioning that number to the iTRS
database.”?

The Commission further instructed providers that they must process the calls even if they have

not yet assigned the ten-digit number. Specifically, “VRS and IP Relay providers must allow

22 petition for Rulemaking, Telecommunications Relay Services and Speech-to-Speech Services
for Individuals with Hearing and Speech Disabilities, CG Docket 03-123, filed by Sorenson
Communications (Oct. 1, 2009).

2 Consumer & Governmental Affairs Bureau Reminds Video Relay Service (VRS) and Internet
Protocol (IP) Relay Service Providers of their Outreach Obligations and Clarifies their Call
Handling Obligations for Unregistered Users After the November 12, 2009, Ten-Digit
Numbering Registration Deadline, CG Docket No. 03-123, WC Docket No. 05-196, Public
Notice, DA 09-2261, 24 FCC Rcd 12877, at *12878-79 (Oct. 21, 2009) (emphasis added).
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D. Purple has Developed a Simultaneous Registration and Verification
Procedure That Works in Conjunction with an Effective Process for

Identification and De-Registration of Illegitimate Users.

The Commission seeks comment regarding the effectiveness of the registration and
verification measures actually implemented by providers to screen out illegitimate IP Relay
users. While not initially acknowledged by the Commission, the requirement that providers
process non-emergency calls following registration even if verification is pending constructively
requires that providers develop simultaneous registration and verification procedures. The
limitations of the proposals outlined above left reasonable providers with little choice but to
develop their own effective measures to combat misuse while still adhering to the applicable
regulations and the requirement that processes not rise to the level of “unduly burdensome”.
Purple has and continues to invest substantial efforts in developing an industry-leading instant

registration and verification solution.

1. Purple Uses Instantaneous Registration and Verification to Combat

Illegitimate Calls.

When registering with Purple, a caller is required to provide certain information. For
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After a customer is registered, Purple sends the user an e-mail requesting that s/he click
on a link to certify that the identity information s/he has provided during registration is true and
correct. If the user does not certify accuracy of the identity information provided at registration
by clicking the emailed link within 30 minutes, Purple deactivates the user’s ten-digit number.
While this process requires a 30-minute delay between the registration and the email verification,

it provides an additional level of assurance to Purple’s customer identity verification process.

I T hcsc instantancous checkpoints

must each be satisfied before a caller can reach a CA. Simultaneous registration and verification
offers efficiency, effectiveness and a first line of defense against misuse because it takes place

before any calls are placed.
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2. Purple Also Uses State-of-the-Art Post-Registration Methods to
Promptly Identify and Eradicate Illegitimate Users of the Service —

Including Dial-Around Customers.

Purple also has developed a system for manually scrutinizing registration information to
make an immediate and personalized assessment about whether registered users are legitimate.
Investing in a team of seasoned professionals highly familiar with the practices of illegitimate
users, Purple analyzes registrations and both deregisters and blacklists users who have registered

with what appear to be suspicious or illegitimate information.

E. Current IP Relay Regulations Limit Purple’s Options for Combating Misuse.

The Commission asks whether individuals outside of the U.S. have been obtaining IP
Relay access numbers or otherwise using the service unlawfully, as well as to what extent current
provider practices enable or contribute to the registration of ineligible IP Relay users. While

Purple has developed the above-described verification process, including use of an instantaneous

’ —
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D. Permitting a Patchwork of Registration and Verification Procedures Will
Require Changes to Call Handling Rules and Significant Post-Registration
Interventions by Providers.

If the registration process is not centralized and/or made uniform, the rules should be
changed to allow CAs to monitor call content and terminate suspicious calls. However, Purple
emphasizes that such changes to call handling requirements offer neither a workable solution,
nor a significant improvement over the current framework. Given current regulations, Purple’s
sole option has been to devote substantial resources to post-registration procedures. Nonetheless,
such post-registration procedures will never be as effective as preventing illegitimate callers
from registering at the outset. Should the Commission decide not to establish a centralized

database and/or uniform registration and verification procedures, it should require that providers

. o e e
. 1 Commission should also

adopt rules that expressly allow CAs and/or their supervisors to terminate suspicious calls.
Providers should also be required to maintain blacklists of illegitimate users and report
suspicious call content regularly so that the Commission can create a database of illegitimate
user information and dictate a uniform set of illegitimate call indicia upon which all providers
canrely. Given the constant evolution of the tactics of questionable callers, Purple suggests
frequent information sharing among providers and the Commission so that abusive call indicia

are consistently tracked and updated.
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VL. SUMMARY

Given both the regulatory landscape and Purple’s experience as a leading IP Relay
provider, it is clear that the ADA, the TRS Fund, the industry and consumers would all be better
served by strengthening the process of registering and verifying users who wish to access IP
Relay. Purple commends the Commission for the thoughtful proposals in the 2012 Notice.
Purple believes that the Company’s proposals, if adopted, can meaningfully improve the current
model. Purple welcomes the opportunity to work with the Commission and other stakeholders to
address the challenge of combating illegitimate use of the system, while maintaining the highest
quality service at the lowest possible cost, preserving consumer choice, and serving the mission

of functional equivalence.
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